
Managing Security and 

Resilience in Convergent 

World

Policy, Operational, and Cultural 

Considerations



“America must also face the rapidly growing threat from cyber-attacks.”

It is the policy of the United States to strengthen the security and 
resilience of its critical infrastructure against both physical and 

cyber threats. – PPD 21

"We cannot look back years from now 

and wonder why we did nothing in the 

face of real threats to our security and 

our economy.”



Policy Considerations

• Partnerships

• Information Sharing

• Strengthening Capabilities to 
Reduce and Manage Risk

• Regulatory Requirements



Operational Considerations

• Changing roles of stakeholders

• Ownership and responsibility

• Clearly defined

• Consistent understanding given the different 

perspectives of stakeholders

• Engaging corporate governance 

• Increased CEO and Board engagement 

• http://www.nacdonline.org/cyber

• Interdependencies 

http://www.nacdonline.org/cyber


Cultural Considerations

• Stakeholders with different perspectives, drivers, and 

priorities

• Internal to organization

• External entities or groups

• Communication and engagement important to 

understand different perspectives

• Takes time, requires relationship building and trust

• May require executive direction 



Holistic Approach Needed

• Policy, operational, and cultural aspects are related 

• Some examples:

• Direction and tone from executives necessary to 

effectively manage cultural changes

• Vendors are important stakeholders in policy 

discussions

• Security and resilience expectations should be 

addressed with vendors and third party service 

providers



Questions?


